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Why need for Specialized Training Programme on 
Cyber - Security, Crime and Insurance?

Advances  in  informa�on and communica�ons 
technologies have revolu�onised government scien�fic, 
educa�onal and commercial infrastructures. The IT 
infrastructure has become integral part of the cri�cal 
infrastructure which supports na�onal capabili�es such as 
power grids, emergency communica�on systems, 
financial systems, defense systems and air traffic control 
networks. The opera�onal stability and security of cri�cal 
informa�on infrastructure is vital for economic security of 
the country for individuals, organiza�ons and systems 
across globalnetworks for trade and economic 
requirements.

Increasing complexity of IT systems and networks will 
mount security challenges for both providers and 
consumers. The increasing interconnec�vity and 
accessibility (and consequently risk) to computer based 
systems that are cri�cal to country’s economy.

Every aspect of today’s Economic Ac�vity, Government 
Ac�vity, and Social Media, use of Computer, Mobile 
Phone, ATM, and Net Banking is dependent on 
Internet.You do not know virus/ hacking can have huge 
impact on your business/ personal internet or computer. 
Cyber Risks cannot be ignored and it is necessary that 
weinvest on Cyber Security.

Next step for any organiza�on is to go in for Cyber 
Insurance so that losses to own organiza�on or customers 
can be insured. 

According to Asia insurance Review “Cyber Criminals 
remain ahead in this cat and mouse game against the 
defenders and the list of threats will only grow. How can 
Insurers protect themselves and at the same �me provide 
a safety net for their clients? This is a dynamic role that 
Insurers must now embrace and juggle”.

Cyber Insurance training programme is intended to be  
serious discussion among Stake holders  comprising  of 
Corporate, Government, Police, Cyber Security Experts, 
Insurers to think in the direc�on on what needs to be done 
to avoid huge losses, which can affect even the survival of 
the organiza�on and can impact shareholders wealth or 
market capitaliza�on.

Scope/ Coverage and Nature of Coverage under 
Cyber Risk Insurance

It is intended to have a coverage for first-party and third-
party liability coverage to organiza�on when cyber- risk 
materializes and or cyber security controls at organiza�on 
fails. 

The cyber insurance should cover property, the� and 
liability as represented in below sec�on: 

A.  Property and The�: 

1) Destruc�on of so�ware system and network 

2) Unrecoverable Loss of informa�on of organiza�on’s 
stored data 

3) Recovery from malware or other malicious codes 

4) Business interrup�on due to cyber - incident (Loss of 
net profit as a result of a material interrup�on to the 
insured’s network) 

5) Denial of Service 

6) Informa�on The� – Loss of control of customer’s 
data / record 

7) Breach of intellectual property 

8) Cyber Extor�on and Cyber espionage 

9) Losses due to cyber - terrorist acts 

10) Harm to electronic media or data contents 

11) Terrorism/War exclusion with carve back for Cyber 
terrorism   

B.  Liability: 

1) Network Security 

2) Private confiden�ality breach/Data Liability 

a. Loss of personal informa�on 

b. Loss of corporate informa�on 

c. outsourcing 

3) Reputa�onal damage 

a. Repair of the organiza�on’s & individual’s reputa�on  

b. No�fica�on and Monitoring 

4) Business con�nuity/supply chain disrup�ons 

5) Crisis management and response to data the� (includes 
costs of administra�ve expenses i.e. forensic 
inves�ga�ons, penal�es, regulatory and governmental 
fines)  

6) Cost of repairing, replacing and upda�ng computer 
systems  

C.  Limit of Liability:  

Aggregate Limit of Liability per Policy Period for all Loss of 
all insured under all insurance covers to be combined. 

Cyber Crime – Most common forms: 

Ÿ Hacking - Unauthorised a�empts to bypass the security   
mechanism of an informa�on system or network.

Ÿ Data the� (using flash / pen drives, digital cameras).

Ÿ Virus or worms, Malware or Trojan horses.

Ÿ Iden�ty The�

Ÿ E- mail spoofing

Ÿ Botnets and Zombies

Ÿ Scareware 

Cyber Security Flow:

Ÿ Back Up and Recovery– There should be a policy in 
existence to ensure that regular back up of the cri�cal 
data are taken and kept on-site and off-site to ensure its 
availability whenever required.

Ÿ Outsourcing- Risks related to integrity, availability and 
confiden�ality of data need to be addressed

Ÿ Change Management controls – Only authorised and 
approved changes are made and proper documenta�on 
exists for each area of the system to support future 
modifica�ons.

 System Security IssuesŸ

 Data Migra�on IssuesŸ

Cyber Liability Insurance:

Cyber liability refers to an IT firm's liability when it is 
responsible for the security and privacy of a client's data 
stored on the IT firm's servers. Cyber liability insurance 
policies typically include coverage for:

Ÿ Denial of service a�acks or inability to access websites 
or systems

Ÿ Unauthorized access to, use of, or tampering with data



Ÿ Disclosure of confiden�al data (invasion of privacy)

Ÿ Loss of data or digital assets (malicious or accidental)

Ÿ Introduc�on of malicious code or viruses

Ÿ Cyber extor�on or terrorism threats

Ÿ Personal media injury (defama�on, libel, or slander) 
from electronic content

Ÿ Regulatory ac�on, no�fica�on, or defense expenses

Ÿ Crisis management and public rela�ons expenses

Ÿ Data or system restora�on

Ÿ Business interrup�on expenses

Who should buy Cyber Risk Insurance policy?

Following is the list of companies that must have Cyber 
Risk Insurance policy. This is just an indica�ve list and not 
exhaus�ve.

Ÿ Financial Services (Including Insurance Companies)

Ÿ Informa�on Technology Companies: So�ware, Data 
Centres, ITeS, etc.

Ÿ Retailers: E-commerce & Brick and Mortar

Ÿ Services

Ÿ Health Care Products & Pharmaceu�cals, etc.

Ÿ Airlines/ Airport

What are the Risks covered in Cyber Risk 
Insurance policy?

Following are some of the most common Risks covered in 
Cyber Risk Insurance policy.

Ÿ Legal Liability to others for Privacy Breaches or 
Computer Security Breaches

Ÿ Loss to Data/Informa�on

Ÿ Loss of Revenue due to cyber a�ack

Ÿ Public Rela�on Expenses

Ÿ Regulatory Ac�ons or Scru�ny expenses

Ÿ Incidental Expenses to respond to Cyber A�ack

Ÿ Cyber Extor�on Expenses

What are the Exclusions under Cyber Risk Insurance 
policy?

Some of the exclusions under this policy are:

Ÿ Government En�ty or Public Authority

Ÿ Specific Network Interrup�on Condi�on

Topics to be covered:

Ÿ Need for Cyber Insurance for insurance related 
stakeholders 

Ÿ Cyber Laws/ Regulatory Framework- Legal Issues

Ÿ Points to be kept in mind 

Ÿ Cyber Laws/ Regulatory Framework- Legal Issues

Ÿ Cyber Insurance Policy

Ÿ So�ware Implementa�on for Cyber Protec�on

Ÿ Security Incident – Early Warning and Response

Ÿ Security Policy, Compliance and Assurance.

Objec�ve of the Training Progamme: 

The conference will feature and address the following 
issues:

Ÿ To provide a pla�orm for open house discussion between 
Corporate  / Government and stakeholders

Ÿ So�ware Companies ready to provide support for Cyber 
Security?

Ÿ Is suitable insurance available for cyber risk coverage?

Who Should A�end the Training Programme (Target 
Par�cipants)?

This is a good opportunity for:

Corporates

Ÿ Banks/ Financial Firms

Ÿ Insurance Companies (CEOs/ CIOs/ CTOs & COOs)

Ÿ Reinsurance Companies (CEOs/ CIOs/ CTOs & COOs)

Ÿ Insurance Brokerage Firms

Ÿ Cyber Security Firms

Ÿ Data Management Professionals

Ÿ Technology Experts & Other IT Service Providers

Ÿ eCommerce Companies

Ÿ Law Firms

Ÿ Compliance Personnel and In-House Lawyers

Ÿ Police Officials

Ÿ Chartered Accountants

Ÿ Insurance/ Reinsurance Professionals dealing with 
Technology Concerns

Ÿ Members from Chambers of Commerce and Industry

Ÿ Associa�ons Represen�ng Various Segments Connected 
with this industry

What you can expect from the Training Programme?

Complete learning of cyber security measures/ protec�on 
& choosing best Cyber Insurance Policy for your business.

Some Key Take Away for Various Stake Holders will be:

Ÿ Understanding of Cyber Security

Ÿ Indian Perspec�ve of Cyber Liability Insurance

Ÿ Legal Provisions/ Legal framework

Ÿ Possible Triggers

Ÿ Cyber Risk Insurance policy

Ÿ Cyber Security in India

Ÿ Data Security and Cyber crime in India

Ÿ Ac�on required when you are a�acked

Eminent Speakers addressing this Training  Programme: 

Mr. Jaspreet Singh, Partner - Cyber Security & Advisory 
Services, Ernst & Young LLP
Dr. Rajeev Shorey, Principal Scien�st/Researcher, TCS 
Innova�on Labs, Bangaluru
Mr. Ajit Kumar, Inspector Delhi Police, Incharge District 
Cyber Crime Cell, South District Delhi
Mr. Anuj Agarwal, Trainer and Consultant on Cyber 
Security, Cyber Law, GDPR, Data Privacy, Start-ups
Ms. Unna� Bajpai, Senior Underwriter - Financial Lines, 
Allianz Global Corporate & Specialty SE India Branch, 
Mumbai
Mr. Pra�k Priyadarshi, Associate Professor, Birla Ins�tute of 
Management Technology, formerly Tata AIG General 
Insurance Co. Ltd. Larsen & Toubro General Insurance Co. Ltd.
Mr. S. K. Sethi, Founder and Vice President, Insurance 
Founda�on of India

Delegate Fee:

Ÿ Par�cipa�on fee: Rs. 4000/- per individual par�cipant.



Days Interna�onal In house Training Programme on 
“Property and Marine Insurance” from 29 June - 01 July 
2019 in Dhaka, Bangladesh. This was organized for Senior 
Management of Green Delta Insurance Company, 
Bangladesh. This was also a�ended by Private Insurance 
Companies from Bangladesh and Brokers from Malaysia. 

Tailor Made Training Programme:

We will be pleased to conduct Training Programmes as per 
your requirement at your loca�on. Let us know your 
requirement at vp@ifingo.org

Ÿ Group par�cipa�on fee (team of 3 persons): Rs. 3750/- each.

Ÿ Group par�cipa�on fee (team of 5 persons and above) 
: Rs. 3500/- each.

Ÿ Individual Foreign Par�cipant fee : US $ 125

Accommoda�on: 

This is nonresiden�al Programme; however reasonable 
hotels/ guest houses are available in surrounding areas such 
as Nehru Place, Greater Kailash I & II, Panchsheel Enclave. 
Nearest Metro Sta�on Nehru Enclave & Nehru Place. 

Programme Coordinator will be ready to assist you in 
arranging the same (if required)

Cer�ficate: 

Cer�ficates will be issued to the par�cipants on 
comple�on of this Programme.

About the Organizers:

Insurance Founda�on of India (IFI) is set up under 
Trust Registra�on Act 1882 of Government of India as a 
Not for Profit Organiza�on. The main objec�ve of IFI is to 
promote awareness of Insurance among masses. IFI has 
successfully organized various Execu�ve Development 
Programmes/Ski l l  development Programmes of 
Interna�onal standards in India with world-class faculty.

Under CSR project supported by PNB MetLife India 
Insurance Company Ltd we produced a Film “Khushiyon Ki 
Suraksha” for spreading awareness of insurance in rural 
areas. It is available on h�ps://www. youtube. com/ 
watch?v= hzbADuIcWuU

Our project “Bima Jagrukta Abhiyan” has been awarded 
Skoch Award as one of the 100 top Projects undertaken in 
India during 2016.We are approved under 80G of the 
Income Tax Act 1961. IFI will be pleased to be associated 
with CSR Project to be undertaken by you.

The best part of the Training Programmes being organized by 
us is that faculty comprises of those, who have up to date 
knowledge of working in Insurance Companies, Insurance 
Brokerage Firms, Insurance Surveyors & Loss Assessors, Law 
Firms or Insurance Buyers. This results in the sharing of 
prac�cal and up to date knowledge by all stakeholders and 
hence up grada�on of the skill in Indian Insurance Industry. 
This aspect is being highly appreciated in Social Media on 
global basis and now Insurance Founda�on of India is rated 
as the top NGO in Insurance Training in the country and that 
too without Government support

Recently we had a 2 Days Extensive Interna�onal Training 
Programme on “Crop Insurance” on 19 – 20 Nov 2018 at 
New Delhi. This was well a�ended by par�cipants from 
Foreign Regulator, Insurance Companies, Insurance 
Brokerage Firms, State Government Agriculture Ministry 
Officials, Micro Finance Companies, Reinsurers, Media, 
Agricultural Analysts, Technology Companies from all over 
India as well as various countries such as Jordan, Kenya, Sri 
Lanka and Nepal.

In associa�on with Profesional Advancement Bangladesh 
Ltd. (PABL) and Green Delta Insurance Co. Ltd., Insurance 
Founda�on of India successfully organized 2 Days 
Programme in Dhaka (Bangladesh) on 26 – 27 Feb 2019 on 
“Transmi�ng Global Knowledge for Promo�ng Crop 
Insurance in Bangladesh”.

Insurance Founda�on of India successfully conducted 3 

*Dates  are Tentative

Training Programme Calendar (2019 - 2020)

Events PlannedS No Date 

Any Query or Registration for this Training Programme, Please Contact : 

Mr. Mahender Soni
Programme Co-ordinator 

INSURANCE FOUNDATION OF INDIA 
Om Plaza, 430/7, 1st Floor, Sant Nagar, East of Kailash, 

New Delhi - 110065
Mob: 7678689961 Phone: 011-46581577

Email: vp@ifingo.org Web: www.ifingo.org

 1 Event Partner at 3rd Insurance Alertss Conclave  Mumbai: Fri, 
and Excellence Awards 15 Nov, 2019

 2 1 Day Training Programme on “Cyber- Security,  Delhi: Fri, 
Crime & Insurance”. 22 Nov, 2019*

 3 2 Days Workshop on "Reinsurance Ma�ers! – Mumbai: 
Fundamentals, Underwri�ng Claims and  Mon - Tue,
Accoun�ng aspects” – Ideal for Reinsurance  25 - 26 Nov,
Beginners and Non Reinsurance officials eager  2019*
to make successful career in Reinsurance.   

 4 Seminar on “Live Stock Insurance” – Need of  Delhi: Fri,
the day. 20 Dec, 2019

 5 Seminar on “Debtors and Industry Protec�on  Mumbai: Mon,
Through Insurance- Need of MSME Sector” in   23 Dec, 2019
associa�on with Insurance Brokers Associa�on 
of India (IBAI)

 5 1 Day Training Programme on “Marine (Cargo)  Delhi: Fri,
Insurance” 10 Jan, 2020*

 6 2 Days Workshop on "Reinsurance Ma�ers!  -  Mumbai : 
for Reinsurance Department officials handing Thu - Fri, 
day to day Reinsurance issues” – An extensive  23 – 24 Jan, 
programme supported with Case Studies,  2020*
Examples and Working Exercises.

 7 1 Day Training Programme on “Reinsurance  Mumbai: Wed,
Ma�ers! – Market Trends & Topics of relevance, 05 Feb, 2020*
Seminar for Senior Execu�ves of Insurance 
Companies”: An Extensive Programme for 
those who are responsible for Procurement& 
Placement of Reinsurance por�olio in Insurance 
& Reinsurance Companies.

 8 2 Days Extensive Interna�onal Training  Dhaka, 
Programme on “Crop Insurance & Livestock  Bangladesh:
Insurance”by Interna�onal Faculty Dr. Olena Thu - Fri, 
Sosenko from Switzerland in Associa�on with  13 - 14 Feb,
Professional Advancement Bangladesh Ltd. (PABL)  2020*

 9 1 Day Training Programme on Engineering  Delhi: Fri,
Insurance with focus on - Machinery Breakdown  21 Feb, 2020*
(MBD) Insurance/ Electronic Equipment Insurance 
(EEI)/ Steam Pressure Vessel Material Damage 
Policy and Loss of Profit (Consequen�al Loss). 

 10 2 days Regional Seminar on “How to Enhance  Dhaka,
Confidence of Customers” in associa�on with  Bangladesh:
Bangladesh Ins�tute for Professional  Sun - Mon, 
Development Limited (BIPD)for the Senior  15-16 Mar,
Execu�ves of Insurance, Bank, NGO’s &other 2020*
Organiza�ons.


